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Highlights of Egnyte’s Ransomware Study

Risks & Realities of Ransomware in AEC

Of Egnyte’s 20,000 total customers, 
across all industries, AEC firms reported 

a Ransomware breach at 2x the rate

AEC firm s a re  in tense ly 
schedule -driven

AEC firm s have  a  la rge
‘a ttack surface’

AEC firm s spend  le ss on  
security then  othe rs
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Let’s also not forget

Risks & Realities of Ransomware in AEC

AEC firm s don’t 
necessarily h ire  not 

“Tech  Workers”

Most AEC firm s a re  an  
‘open  book’ with  

re spect to  the ir p roject

In  rea lity, AEC firm s 
have  lo ts da ta  tha t’s of 

va luable  
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Highlights of Egnyte’s Ransomware Study

Risks & Realities of Ransomware in AEC

A ransomware support ticket, from open to 
close took an average of 6.5 days vs the 

global average of 15-23 days to resolution

Are  your RTO/RPOs
aligned  to  Executive  

expecta tions?

Order of Opera tions, 
wha t to  recover first
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Ransomware Trends in AEC

Risks & Realities of Ransomware in AEC

Poll: Are questions or surveys about your 
security readiness coming up from your 

Project teams? Pre-quals?
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Ransomware Trends in AEC

Risks & Realities of Ransomware in AEC

Poll: Are cyber insurance requirements or 
surveys becoming more stringent?
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Ransomware Trends in AEC

Risks & Realities of Ransomware in AEC

Poll: Is Ransomware a leadership or 
Board level topic?
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Reality of a Breach

Risks & Realities of Ransomware in AEC

Preventing Access To Your Data

Stea ling and  Posting Your Data

You May Be  A Means To an  End

Harassm ent For You and  Your Custom ers

Risk with  re spect to  
Custom ers under NDA

2014 Targe t Breach  & 
Fazio  Mechanica l
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Where Do We Go From Here

Risks & Realities of Ransomware in AEC

Control Endpoin ts incl 
Job  Site s, no  Guest 

Ne tworks

Reduce  Attack Surface  
by m inim izing your da ta  

footprin t

Trea t like  a  Safe ty 
Program , a lways top  of 

m ind
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Time for Data Governance in AEC?

Risks & Realities of Ransomware in AEC

Stra tegy for (project) 
doc re ten tion  and  

a rch iva l

Maxim ize  use  of 
in tegra tions, e lim ina te  

da ta  silos

Rea l-tim e  m onitoring of 
Who, What and  When 

Accessed
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